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Abstract

Digital multimedia makes fabricating and copying much eattian ever before. Therefore, it demands efficient anchaatio
techniques to identify and verify the content of digital tmakdia. Image authentication is such a technique to auioatly
identify whether the query image is a fabrication or a simg@y of the original one. In this paper, we propose a peregptu
image authentication technique based on clustering andhingt of feature points of images. Feature points are firgteted
from images with thek-largest local total variations, and clustered using Fu2ayean clustering algorithm. Then feature points
in the query image and the anchor image are matched into ipakigzag ordering along the diagonals of the images clusger
cluster. In the mean time, the outliers of feature pointsrareoved. Then the system decisions about the authentititpages
are determined by the majority vote of whether three typegisthnce between matched feature point pairs are largerttier
respective thresholds. The three types of distance inclydeistogram weighted distance, which is proposed in thijgzepa2)
normalized Euclidean distance, and 3) Hausdorff distafite. geometric transform between the query image and theoanch
image is estimated and the query image is registered. Thabp@dampered image blocks are detected and the perceotage
the tampered area is roughly estimated. The experimergaltseshow the effectiveness and robustness of the proposagk
authentication system.

Index Terms

Image authentication, image hashing, Fuzzy C-means diugtehistogram weighted distance, Morlet wavelet.

. INTRODUCTION

Digital images become an important part of our daily livee do the rapid growth of Internet and the increasing demand
of multimedia contents from people. The upsoaring numbémaiye applications facilitate image processing, and ahtban
time, make fabricating and copying of digital contents easy lead us doubtful when digital images are used as ewdenc
in court. Therefore, efficient and automatic techniquesdmsred to identify and verify the contents of digital imagbnage
authentication is such a promising technique to automnitiickentify whether a query image is a different one, or arfedation,
or a simple copy of an anchor image. Here, the anchor imadee iground truth image or the original image as an autherditat
reference, and the query image is the one under suspicion.

Image authentication techniques usually include coneeaticryptography, fragile and semi-fragile watermarkamgl digital
signature and so on. The authentication process can béedssigh the original image or in the absence of the originsge.
Image authentication methods, based on cryptography, hastafunction [1], [2] to compute the message authenticatome
(MAC) from images. The generated hash is further encryptitd & secrete key from the sender, and then appended to the
image as an overhead, which is easy to be removed. Fragilermatking usually refers to reversible data hiding [3]-[6]
A watermark is embedded into an image in a reversible and ticeable way. If the original image is reconstructed and the
embedded message is recovered exactly, then the imagelésatkas authentic. The conventional cryptography andsile
watermarking can guarantee the integrity of images, but #re vulnerable to any changes. A one-bit different versibthe
image will be treated as a totally different image. Thesehwds$ cannot distinguish tolerable changes from malicitiamges.
Semi-fragile watermarking has attack-resistant abilgyween fragile and robust watermarking. It has the abilftiampering
identification. Fridrich [7], [8] proposed block Discret®$ine Transform (DCT) based methods to identify the tantpareas.

But the block based method is susceptible to translationcaopping attacks. Besides, semi-fragile watermarkin@rieques

will change the pixel values, and degrade the image quatigedhe watermarks are embedded, which is undesirable. And
there is a trade off between image quality and watermark stoless. Digital signature based techniques are image rdonte
dependent, which are also called image hashing. An imadeikasrepresentation of the image. Besides image auth#atica

it can also be used for image retrieval and other applicatiémzatet al. [9] proposed an image hash technique based on
Singular Value Decomposition (SVD). It is assumed that tingidar values are robust to general image processing, dtut n
to malicious image tampering. It achieves high probabitifydetecting a tampered image at the cost of high false alarm
probability. Venkatesaet al. [10] developed an image hash based on a statistical propémsavelet coefficients, which is



invariant to content-preserving modifications of imagest Bis not intended to identify the locations of changese Timage
authentication system proposed by Morggaal. [11] is based on feature points of images. The system is rffitisatly robust
due to the outlier feature points produced by image proogssilthough Hausdorff distance is used to evaluate thardiss
between feature points. Mongd al. [12] also proposed a perceptual image hashing. The extrdetdures are the quantized
magnitudes of the Morlet wavelet coefficients at featurenigoiAlthough the distribution of the magnitudes of the Morl
wavelet coefficients may be preserved under perceptuadignificant distortions, the location information is lost.

In this paper, we propose a perceptual image authenticagiimique based on clustering and matching of feature goint
of images to address the limitations of the aforementiorsdemes. Feature points are first generated from a given image
but their locations may be changed due to possible imageepsotg and degradation. Accordingly, we propose to useyFuzz
C-mean clustering algorithm to cluster the feature poimis @move the outliers from the feature points. In the meaewh
the feature points in the query image and the anchor imagenatehed into pairs in zigzag ordering along diagonals of the
images cluster by cluster. Three types of distance are usetkasure the distances between the matched feature pamt pa
Histogram weighted distance is proposed, which is equiate Hausdorff distance after outlier removal. The autioégtof
the query image is determined by the majority vote of whethege types of distance between matched feature point pair
are larger than their respective thresholds. The geometmtsforms through which the query images are aligned with t
anchor images are estimated, and the query images areeregistccordingly. Moreover, the possible tampered imagekbl
are identified, and the percentage of the tampered areainsadestl.

The rest of the paper is organized as follows. Section llgrtsan overview of the proposed image authentication rsyste
Section 11l describes how to detect feature points in imagre$ection 1V, we propose an efficient and effective aldonitto
remove outliers of feature points, and the remaining feapaints are ordered and matched into pairs. Histogram wexigh
distance is proposed and normalized Euclidean distancélanddorff distance are used in Section V. Majority votingtstgy
is used to determine the authenticity of images. In Sectigmpwssible attacks are identified, the query images arestargid,
the tampered image blocks are located, and the percentagenpered area is estimated. Experimental results are shown
Section VII. Finally, Section VIII concludes the paper.

Il. SYSTEM OVERVIEW

The services provided by the proposed image authenticatistem include:

« ldentify a query image as a similar image, or a tampered imaga different image, w.r.t. an anchor image;
« Evaluate similarity of two images by distance between them;

« Identify and locate three types of tampered area, i.e.,ddea, removed area, changed area;

« Estimate the percentage of tampered area.

The flowchart of the proposed image authentication systesidsvn in Fig. 3. First, feature points are extracted from the
anchor image and the query image with thtargest local total variations. Second, the feature gainé clustered, then outliers
of feature points are removed, and corresponding feature pairs in the anchor and query images are zigzag aligneubal
the diagonals of images. Third, histogram weighted distascproposed. Three types of distances between two images ar
evaluated and compared to thresholds. The low missing faa@thentication is desired in our system. Thus, majoritiingp
strategy is used to make authentication decisions of imdfjas least two distances are greater than their threshitéstwo
images are declared as different. Otherwise, the two imagesleclared as similar for further examination. Forthhé two
images are considered to be similar, the possible attacltseoquery image, i.e., geometric attacks and tamperingkattare
subject to detection. The query image is further registefée@ locations and percentage of tampered area are esfimate

Ill. FEATURE POINT DETECTION

Feature points are geometric descriptors of the contentmages. Most information of signals is conveyed by irregula
structures and transient phenomena of signals. Featurgspsiich as corners can be used to characterize the saliéncy o
images. Feature point based descriptor is more robust tmegeic attacks than statistics-based descriptors. Feamints are
also useful for registration and identification of possibtelerlying attacks (geometric or non-geometric), on quergges.

A. Preprocessing

Preprocessing will change image pixels and may influenced#iection and description of feature points. To extract the
original information from the query image, we keep the quemgpge intact except adapting its size to the size of the ancho
image.

B. Feature Point Extraction

For different applications, different techniques to estréeature points are explored in the literature [13]. Sifoage
authentication needs to be invariant to content-presgiprocessing, hence, robust and repeatable feature pdettdes with
small computation overhead are desired. Jarosial. [14] proposed a feature point detector for blurred imagéscivwe call



BFP in the paper. In our paper, a more robust feature poimictmtis proposed based on BFP. BFP is intended to efficiently
detect points which belong to two edges regardless thedntations. It selects points with thelargest local variances. The
local variance (LV) is defined on the image block in Equatitj (

LV =Y (I(X) - Io)? 1)

XeQ

where(2 is the image block centered at the current feature pdinis a vector representing the pixel coordinatgsy ) is the
pixel value atX, I, is the mean of the pixel values in the block. LV depends onlpiaties, thus, is easily changed by any
image processing.

Therefore, we propose to select feature points withithargest local total variations (LTV) [15]. LTV is defined:as

LTV = Y |I'(X)P @)

XeQ

where( is the image block centered at the current feature pdify) is the gradient of image at coordinate = (z1, z5)

') = \/ R @

LTV depends on local structure of images. It is more robusiresi content-preserving image processing than LV.

Therefore, our proposed feature point extraction algorith more robust than BFP. We use this method to determine the
coordinates of the most salient feature points with AHargest local total variations in images, as shown in Fig 2.

IV. FEATURE POINT CLUSTERING AND MATCHING

Due to possible changes applied to the query image, suchnasdace changes and geometric transforms, the extracted
feature points of the query image are different from thosthefanchor image, no matter the query image and the anchgeima
are similar or not. The possibly missing, emerging and mgvgature points may defeat the image authentication. If two
images are similar, the possible missing, emerging and mgof@ature points of the query image, may enlarge their mista
and affect the similarity measure. If the query image andatinehor image are totally different images, the possiblexgha of
feature points in the query image may decrease the distateeén the two different images, and degrade the discrhilitya
of the system. Besides, for distance evaluation, the fegioimt matching is needed between the anchor image and #rg qu
image. Therefore, to improve the performance of the systeenfollowing clustering process is critical to remove @rd and
match feature points into pairs in certain spatial orderivg propose to use Fuzzy C-mean clustering to implemenieoutl
removal and feature point matching in one pass.

A. Clustering by Fuzzy C-Means

Fuzzy C-means clustering algorithm is used to cluster tagufe points. Fuzzy C-means clustering method, develoged b
Dunn [16] in 1973 and improved by Bezdek [17] in 1981, is basadninimization of the following objective function:

T =YY il — o 4)

i=1 j=1

wherel < m < oo, u;; is the degree of membership of belonging to the clustey, x; is theith feature pointc; is the
center of the clustey, || - || is any norm evaluating the distance between any feature paththe centerV is the number of
samples, and’ is the number of clusters. The membership degrgeand the cluster centers are updated by:
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B. Outlier Removal

The outliers are defined as extra points unmatched in canelipg clusters in the query image and the anchor image. For
example, there are feature points in clustef in the anchor image , and+ 1 feature points in the corresponding clusiem
the query image, then the one extra emerging feature poiciustier;j in the query image with least degree of membership is
regarded as outlier, and vice versa. Like noise, these pshmuld not be considered in the measurement of distanee&et
the anchor image and the query image, and the registratitimeofiuery image.

If the number of outliers in a cluster is greater than a thoshthis cluster is declared as ‘tampered’. If an image has
at least one tampered cluster, this image is declared apémed’. The locations of the outliers are used to deterntige t
locations of tampered area.

C. Spatial Ordering and Feature Point Matching

After outlier removal, the numbers of remaining featurenp®in corresponding clusters in the query image and theanch
image are the same. The feature point matching algorithroegses feature points cluster by cluster. In each clubefeature
points in two images are ordered zigzag along diagonals afjés. The proposed feature point matching algorithm may not
result in exact pairs between feature points, but it is spiiveal and very fast.

Given N feature points in the query image, finding the correspondihdeature points in the anchor image, incurs a
computational complexity ofV!. Whereas, the computational complexity of our proposetufeapoint matching algorithm
is O(Nlogn), wheren is the average number of feature points per cluster. Assimae taren feature points per cluster
on average. Thus, there aﬁnlé clusters. For each cluster, the computation of orderin@(s logn). After clustering and
outlier removal, the computational complexity of featudrp matching reduces t0(N logn) by cluster ordering and spatial
ordering.

The spatial matching by diagonal ordering is optimal toemstdering in terms of correct matching rate under the pleation
of possible attacks. The proposed matching algorithm isispbbo outliers, and the case where feature points are reimove
emerge or change their locations due to possible noise ackatt It increases the similarity measure of similar images|
increases the distance between two different images.

D. Algorithm Summary

For feature point seX 4 in the anchor image and feature point 3& in the query image.

1) Perform fuzzy C-means clustering dfy and X, which are clustered into clusters,, and Xq, (j =1,---,C), C
is the number of clusters.

2) For clusterj (j=1,---,C) do:
Ordering feature points itX 4, and X, according to their coordinatés;, z2) in zigzag ordering along diagonals of
the images, i.e., ordering feature points with respedtto+ x2).

a) if length(X 4,)==length(Xq,,), match (XXZ, XS])_) into pairs, whereXX]? is theith feature point in theth cluster
of the anchor image anﬂ’gj)_ is theith feature point in theith cluster of the query image.

b) if length(X 4,)>length(Xg;), for each feature poinKSJ), in Xgq,, sequentially find the closest unmatched feature
pointsXXJ/_) in X,,. For pairs(XX;l),Xg;)) and(XX;z),ng)), if i1 > 42, theni} > }. Other unmatched feature
points in X 4, are considered as outliers a&f4 ;.

c) if length(X 4,)<length(Xq,), for each feature poink i) in X4,, sequentially find the closest unmatched feature
pomtsX( Vin Xgq,. For palrs(Xﬁx 2 X“1 ) and (XAZ2 X“2 ), if i1 > ig, thend} > i,. Other unmatched feature
points in XQ are considered as outllers afg,; .

V. DISTANCE EVALUATION

Three types of distance are used to evaluate the distant@sdreimages, among which histogram weighted distance is
proposed. If at least two types of distance are larger thain tlorresponding threshold, the two images are considdiffedent,
otherwise similar. The thresholds are obtained by statisgxperiments.

A. Normalized Euclidean Distance
The first type of distance is normalized Euclidean distaretevben the matched feature point pairs, which is given by:

E(X4,Xq) = Z IX§ - xlle @)

whereN is the number of feature point pairX,S) is the coordinate of the correspondiitly feature point in the anchor image,
XS) is the coordinate of théth feature point in the query imagg; ||z is Euclidean norm.



B. Hausdorff Distance
The Hausdorff distance [18] is defined by:

H(X 4, Xq) =max(h(Xa,Xq), h(Xq,Xa)) (8)
where
(X4, Xq) = max min ||z —y] (9)

Since it is minimax based distance, it is robust to outlidrieature points. It is also used in an image hashing systepajper
[12].

C. Histogram Weighted Distance

We propose the third type of distance, i.e., histogram weigjdistance, which is a perceptual based distance. Thiéisigte
of a feature point is weighted by percentage of pixel valuetha position. If the pixel values of feature points havghtr
percentage in the histogram of pixels, the distances betwesse pairs of feature points should be trusted more tHzarot
The histogram weighted distance is given by:

N N

1 i i i 1 i i i

W (X4, Xq) = max(y Y wid XY = XG55 D wg 1IX5 = XGllm) (10)
i=1 i=1

where N is the number of feature point pairXﬁf) is the coordinate of théth feature point in the anchor imagKé;) is the

coordinate of theth feature point in the query image;,fj) is the luminance percentage of tfth feature points in the anchor
image,wg) is the luminance percentage of tfth feature points in the query image, ald| g is the Euclidean norm.

D. Majority Vote

The final decision is made from majority vote among whethezdhypes of distance are larger than the respective tHassho
or not as shown in Fig. 3. It is due to the ability and limitatiof three types of distance. Normalized Euclidean distance
is mostly used, but is easily perturbed by outlier featuragp Hausdorff distance is a kind of minmax distance, repkeé
outliers, but may lose some geometric information of imadéstogram weighted distance considers pixel/color imfation,
makes decision more robust, although it is influenced byiarsttoo. Therefore, majority vote is necessary to take righggeous
of these types of distance. Three types of distance are @gpaltant and are treated with the same weight in the prapose
system. They are diverse enough in our experiments to loutheatication error rate. More distance measures may répea
performance of existing distance or dilute their functiomsd will increase the system complexity.

E. Strategy for Threshold Determination

The thresholds of distance to differentiate similar imagesl different images are determined based on the statistica
experiments. A novel strategy we take is to calculate déegaamong two video shots. A frame in one video shot is taken as
the anchor image. The other frames are query images. Themitlie value between the average distance in the same video
shot and the average distance in the different video sha#kén as the threshold. More results could be found in expearis
in Section VII, especially as shown in Fig. 8.

V1. POSSIBLEATTACK IDENTIFICATION

After distance evaluation, if the two images are considaigdlar, the possible geometric attacks and tamperingchvtiie
guery image may experience are subject to further detection

A. Geometric Attack Estimation and Registration

Registration algorithms, such as iterative close poinP{l&lgorithm [19] and Kanade-Lucas-Tomasi Feature Tra¢KEer)

[20] estimate the translation and rotation transforms betwfeature point pairs, but do not consider scaling transf&cale-
invariant feature transform (SIFT) algorithm [21], [22]reiders the scaling transform, but requires high compraiverhead.

In this paper, we propose to estimate and recover images fassible geometric attacks in two stages. First, iteratiose
point (ICP) algorithm [19] is used to estimate the rotatiord dranslation based on the matched feature point pairsn The
the query image is recovered from the rotation and tramsiatiansforms. Second, the scaling transforms are estim¥ie
propose to use the ratio of the standard deviation (STD) afufe points of the query image to the standard deviation of
feature points of the anchor image to estimate the possialing transforms after rotation and translation regisira



B. Tampering Attack Identification

The possible tampered image blocks are detected and thenpage of the tampered area is estimated. The tampered image
blocks are determined by the distances between local héstogof image blocks around the feature points in two imagles.
distance we use is earth mover distance (EMD) [23], [24]. \M&ld the tampering into three categories: adding new featu
removing existing features, and changing existing featufeature-added areas are identified around the outliznéepoints
in the query image, which do not appear in the anchor imagatuFeremoved areas are identified around the outlier featu
points in the anchor image, which do not appear in the queagenFeature-changed areas are the areas with matcheafeatu
points, which have large local histogram distances fronctireesponding area in the anchor image. If the EMD betweeal lo
histograms of image blocks around feature points in the @nithage and the local histograms of the corresponding slock
in the query image is larger than the threshold, the blockbénquery image are declared as tampered areas. After idetect
possible tampered areas, we sum up the area of these tanpeckd, and use the ratio of the sum of the tampered area to
the area of the whole image as the percentage of the tamperad a

VIl. EXPERIMENTAL RESULTS
A. Feature Point Detection

We will show the robustness of the proposed feature poirgatiet in this subsection. We create differently distortetsions
of image ‘Lena’ by tampering Lena’s hat, rotating the image3tdegrees, and histogram equalization. In Fig. 2, featuretpoi
are denoted by red ‘0’. The feature points extracted fromatiginal image, the tampered image, the rotated image amd th
image after histogram equalization are almost the samenditates the robustness of our proposed feature pointtdetec
against attacks.

B. Feature Point Matching Example

Fig. 4 shows the result of the proposed feature point magchigorithm. Specifically, Fig. 4(a) shows the original ireag
Fig. 4(b) shows the tampered and compressed image and E)gshtws extracted, clustered and matched feature poihes. T
axes in Fig. 4(c) denote the pixel coordinates in imageshEagster concentrates in one ellipse. Feature points édrdifit
clusters are illustrated with different colors;™ and ‘«x’ denote the matched and outlier feature points in the oaigimage,
and ‘o’ and [’ denote the matched and outlier feature points in the queage respectively. Tampering the corner of the hat
of Lena in Fig. 4(b) will add and remove feature points. Byngsthe proposed feature point matching algorithm, the enstli
of feature points can be efficiently and correctly detectad] corresponding feature points between images in Fig.ad(@
Fig. 4(b) are matched into pairs in line with the fact. It sisathe effectiveness of our feature point matching algoritAmd
our algorithm runs fast.

C. Authentication Performance

We compare authentication performance of four image atitadion systems: the proposed image authentication rsyste
image hashing based on feature points [12], image hashisgdban Singular Value Decomposition (SVD) [9] and image
hashing based on Wavelet [10] in image hashing toolbox [25].

We test image authentication system on 6 test images. Tle§l#tx512 gray images shown in Fig. 5.

Several types of attacks are made on these images: scalagesmo 0.5 and 1.5 of their sizes, compressing images using
JPEG with quality factor 50 [26], rotating images by 5 degr@eopping 20% of images, adding white Gaussian neide=( 20)
to images, filtering images with Gaussian and Median filters.

The thresholds to distinguish similar images and diffeierdges are 1.5, 0.2 and 0.2 for normalized Euclidean distanc
histogram weighted distance and Hausdorff distance ré&spcin the propose image authentication system. The qgseg
image authentication system can make correct authemticakcisions in the cases where feature point based, SVOd base
and Wavelet based image authentication in image hashingaod25] may not. Some experimental results are shown in
Table I. Feature point based, SVD based and Wavelet basegkianathentication are denoted by FP, SVD and Wavelet in
Table | respectively. The decisions of the image authetiticasystems are represented by ‘S’ for similar images aridob
different images. FP fails to authenticate the Lena andaitgpered version, Lena and its compressed and enhancedrversi
SVD underestimates the distances and considers Lena andrifiane similar. Wavelet fails to recognize similarity taesen
the image ‘Goldhill’ and its enhanced version. It fails iminance adjusted cases. Our proposed authenticatiomsysékes
correct decisions in these cases.

We also create 84 attacked images from six test images inSFigach test image has 14 attacked versions, which suffers
from scaling 0.5, scaling 1.5, JPEG compression with qudlll, 5 degree rotation, cropping 20%, white gaussian noise
addition, filtering with Gaussian filter and Median filter,daf tampering attacks. We test similarity and difference @gno
3486 image pairs. The correct probability of the proposestesy, FP, SVD and Wavelet are 84.5%, 81.9%, 83.2%, 79.1%
respectively.



D. Distance Comparison

We compare the three types of distance in the proposed im#berdication system with the distance of image hash based
on feature points [12], the distance of image hash basedragquiir Value Decomposition (SVD) [9] and the distance ofgma
hash based on Wavelet [10] in image hashing toolbox [25]yTdre denoted by Euclidean, Histogram weighted, Hausdorff,
FP, SVD and Wavelet in Fig. 7 and Fig. 8.

Our experiments use the frames of two shots in video sequisigcbuck bunny 480p h264.mov{27]. Each shot has 30
frames. The 20th frames in the two shots are shown in Fig. 6.

The distances between the 20th frame and the other framée ifirst shot are shown in Fig. 7. The distances are all very
small.

The distances between the 20th frame in the first shot andtttex frames in two shots are shown in Fig. 8. The methods
can distinguish two shots. Discriminability of SVD is thevest, while discriminability of FP is the highest. The distas used
in our authentication system have both robustness andidisability, and the non-constant distances reflect thelaiity
between frames better than other methods since percgptimlilar images have small distance between them. And FB SV
and Wavelet based methods do not provide tampering locat&mtification.

E. Tampering Detection

We detect tampering such as adding, removing and changatgrés as shown in Table Il. Three types of tampering, i.e.,
adding, changing, and removing features, are shown in eaghof the Table Il. In the images in the first column of Table
II, the ‘0's in images are basic image blocks used in local histogrestaite evaluation. ThéT's indicate the detected
tampered blocks around some feature points. The tampersibrs of ‘Lena’ are shown in the first column of the Table II.
The percentage of tampering area is also estimated in tlomdemlumn of the Table Il, but is under-estimated. If we @ase
size of the [1", missing rate will be high for small-area tampered images] it will increase EMD computation overhead.
Thus we just choose 11x11 as the size of image blocks. Theo$imeage blocks should be hierarchical and adaptive in our
future work.

VIII. CONCLUSIONS ANDFUTURE WORK

We proposed an efficient robust image authentication sysidma feature points with the-largest local total variations are
extracted. Feature points are clustered by Fuzzy C-megosthim. Then the outliers of feature points are removedfaature
points pairs between the query image and the anchor imagmaiehed in zigzag order cluster by cluster at the same time,
which increases the robustness of the proposed image digtteon system. Furthermore, the normalized Euclideatadce,
the Hausdorff distance,the histogram weighted distantwdsn the query image and the anchor image are evaluatedd Bas
on the distances, whether the images similar or not arerdeted by majority voting. For similar images, possible getric
attacks are subject to detection and image registratioreifopned. Possible tampered areas are determined andfiethss
and the percentage of tampered area is estimated. The pwpoage authentication system could serve as a buildingkblo
in many applications such as copyright protection, imageesal and video signature.
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Fig. 1. The flowchart of the proposed image authenticaticstesy.
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(a) The original image and extracted feature poin{p) The hat-tampered image and extracted feature
points.

(c) The rotated image and extracted feature poinfgl) The image after histogram equalization and ex-
tracted feature points.

Fig. 2. The stable feature point detector.
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Estimate rotation and
translation by ICP

Estimate scaling by the
ratio of STD of FPs

Registration
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image)

II: Removed area(FPs in the anchor
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lll: Changed area

Estimate percentage of tampered area

Fig. 3. Diagram of possible attack identification.
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(a) The original image and extracted featyt® The hat-tampered image and extiu..(c) Feature point clustering and matching
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Fig. 4. Feature point clustering and matching.



(d) Mandrill Y (e) Jet

Fig. 5. Six test images for image hashing.

TABLE |

(f) Pepper

AUTHENTICATION PERFORMANCE COMPARISON AMONG DIFFERENT MEAODS.

2 Proposed | FP | SVD | Wavelet
S D S S
S D S S
D D S D
S S S D




(a) The 20th frame in the first shot. (b) The 20th frame in the second shot.

Fig. 6. The two frames in the test video sh&snny
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Fig. 7. Distance comparison among different authentioaticethods in one video shot.
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Fig. 8. Distance comparison among different authentipaticethods in two video shots.



TABLE Il

TAMPERING DETECTION AND PERCENTAGE OF TAMPERING AREA ESTIMPON.

Detection results

Percentage of tampering are

‘Tampered Area Detectior| o = |- Possible Added Area

1.53%

Tampered Area Detection| - ~ |- Possible Changed Areal

0.84%

Tampered Area Detectiof 9 = |- Possible Removed Areal

1.02%
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