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Abstract—In this paper, a non-interactive zero-knowledge
proof scheme is proposed for secure identification in wireless
networks, and it uses a timed oblivious transfer technique to
enable a single verifier to identify multiple provers. The verifier
and the prover do not need to be synchronized in this scheme.
This scheme also enjoys the distance-bounding property which
makes the proposed scheme invulnerable to the relay attack.
We propose to use the order statistic for the detection of relay
attackers. We show that it is optimal in terms of minimum
variance. Finally, we shed some light on implementation issues
of our proposed scheme.

Index Terms—Distance-bounding, non-interactive zero-
knowledge proof, discrete logarithm problem, elliptic curve
cryptography, timed oblivious transfer, statistical outlier test.

I. INTRODUCTION

ECENT years have witnessed the urgent needs to secure

networks of low power wireless devices as widespread
adoption of these devices in our daily life is imminent.
Countermeasure of the relay attack has been one of known
hard problems for many challenge-response protocols aimed
at applications over these networks. The U.S. state department
e-Passport or 2002 US Border Security Act (cf. [1] and refer-
ences therein) mandates that anti-skimming material has to be
used to countermeasure the relay attack. On ISO/IEC 18092
compatible devices where enhanced processing capability is
normally present, other solutions to relay attack involving
more sophisticated processing is possible.

In this paper, we will propose a solution to countermeasure
relay attack which is based non-interactive zero-knowledge
proof (ZKP) and uses distance-bounding technique. In general,
the approach to removing the interaction in ZKP is to use a
two-party oblivious transfer (OT) with offline pre-computed
OT public keys [2], [3], [4], [5]. Under this approach, the
prover uses the OT protocol to send messages to the verifier
in multiple rounds; in each round, the prover uses a different
OT public key to “encrypt” the messages. This non-interactive
ZKP can enable a single verifier to identify multiple provers
as the same OT public key can be used by many provers in a
single round (note that the same OT public key should not be
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Fig. 1. Relay attack in a non-interactive ZKP protocol.

used in different rounds). However, relay attacks to the non-
interactive ZKP can be launched as shown in Fig. 1, where
the message is directional, i.e., from P to V only. In Fig. 1,
P, the prover and V, the verifier are both under the control of
an adversary, and they are located within the communication
range of the legitimate prover P and verifier V. V identifies
itself as a legitimate verifier to P, and then P can use the
replies from P to prove its identity correctly to the legitimate
V without being detected.

One approach to defending against the relay attack is to
associate the absolute location information digitally signed
along those response messages [6] sent by a prover in a
challenge-response protocol. However, this approach has some
limitations. For example, the global positioning system (GPS)
service, which has to be employed to provide the location
information, is severely limited in an indoor environment and
suffers from the block-out problem under a bridge or a large
solid object for outdoor use.

For the radio frequency identification (RFID) application
including e-Passport, a hardware based approach has been
proposed to countermeasure the relay attack; this approach
uses anti-skimming material to form an inverse magnetic
field to shield the tag device from clandestine scanning. A
control button or personal identification number (PIN) input
can be added to manually switch the device between active
and inactive states so that only legitimate readers can access
it at the right time. These approaches also have drawbacks,
namely, inconvenience to end-users, and additional form-factor
constraint.

Another approach against relay attack is to use a distance-
bounding algorithm to ensure the prover is within a given
distance to the verifier [7]. In this approach, the verifier and
the prover each randomly generates a set of independent bits
(i.e. a bitstream). The verifier sends its bitstream to the prover
in a bit-by-bit fashion, after some arithmetic operations on
scrambling each pair of bits at a time from the two bitstreams
at the prover side (one is received from the verifier and the
other is locally generated), the prover sends back the output
bitstream in a bit-by-bit fashion followed by an authenticated
message containing these two bitstreams signed by the prover.
Then the verifier computes the round trip time (RTT) of each
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Fig. 2. Messages transmission in the proposed scheme.

bits and deviation of these RTTs. These computed RTTs will
be used to determine an upper bound with a given confidence
interval of the distance from the prover to the verifier. When
used in a protocol to provide distance-bounding property, the
verifier can reject a prover when the derived distance upper-
bound is beyond a threshold even if the prover responses
correctly to all challenges posed by a verifier.

Next, before we proceed, we define some notations for use
throughout this paper.

Notation: Denote by F' a Galois field, and by E an elliptic
curve over F', and by T" an point on E. Further assume that the
prime order p of T is proper for the cryptographic purpose.
The additive group derived from E over F' with respect to T'
is denoted by E/F. Denote & as the point addition in E/F,
and & as the bit-wise exclusive OR or XOR operation. z(y)
denotes the n-th order statistic from the samples. |z denotes
the largest integer less than or equal to x.

In this paper, we propose a scheme which allows a sin-
gle verifier to identify multiple provers in an asynchronous
fashion. This scheme uses elliptic curve zero-knowledge proof
as the secure primitive, and uses oblivious transfer technique
to enable multiple provers to be authenticated efficiently in
terms of communication and computation costs. This scheme
seamlessly integrates a distance-bounding algorithm so that
provers’ distances to the verifier can be determined, which
effectively countermeasures relay attacks. Referring to Fig. 2,
the server S broadcasts OT public keys one-by-one to a set of
provers {P;|1 < ¢ < N}, and P, then sends unidirectionally
a message to V via the non-interactive ZKP protocol. Upon
receiving the message from P;, the verifier V does not need to
reply to P; for aforementioned reasons such as reduction on
radio interference. It can be seen that this scheme is scalable
since many P’s can use the same OT public key during the
ZKP (note that this does not mean that the same prover
will use the same OT public key pair more than once). With
this setup, the distance-bounding protocol can be seamlessly
integrated into the non-interactive ZKP protocol since the
transmission times of messages from provers are essentially
determined by the server, rather than the provers. In other
words, a delay reply is taken as having a longer time-of-flight
duration. This makes the use of distance-bounding technique
possible.

Prover P selects a random number r (one time use) in a
given interval, and sends V a point 77" on curve E/F in a
compressed form. Upon receiving an OT public key, P sends
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Fig. 3. Proposed scheme with a relay attacker.

to V two numbers (r,r + w) via OT, where w is the private
key unique to P. This procedure can be repeated as many
times as needed to a given certainty probability of ZKP. Once
the verifier V receives two numbers sent via OT, it records
the time and obtains the duration elapsed since the OT public
key is broadcasted. After a given number of executions of
this procedure, the verifier can obtain a statistic to evaluate
the upper-bound distance to a prover with a given confidence
probability. When that distance is beyond a threshold, the
prover is disqualified even if all responses provided by that
prover are corrected. We propose to use the order statistic
to derive the distance upper-bound. We prove that this order
statistic approach is optimal, and it is easy to implement in
practice as explained in Section IV.

Next we examine how this scheme defends against relay
attacks to the legitimate provers. Referring to Fig. 3, P and V'
are both under the control of an adversary. Since any relay by
P and V will significantly deviate the time duration between
the time when OT public key is sent and the two messages
received at the verifier, skimming can be prevented with a
given confidence. Furthermore, this confidence probability can
be specified by the verifier to a value which can be controlled
arbitrarily close to 1.

Due to resource constraints, it is challenging to achieve
synchronization for low power wireless devices [8], [9]. Ex-
isting schemes using distance-bounding technique in secure
proof systems [7] require the verifier and the prover to be
synchronized with high precision since a small clock drift
variance may significantly reduce the distance resolution, and
hence these distance-bounding based schemes are subject to
high false alarm rate. The proposed scheme in this paper
does not require synchronization between the verifier and the
prover, and only the back-end server and the verifier need to
be synchronized which is instead straightforward to achieve.
This relaxation on synchronization will completely eliminate
the effect of clock drift on the distance-bounding algorithm.
Combined with the proposed outlier detection algorithm, our
scheme is able to achieve both low false alarm rate and low
false negative rate.

The rest of the paper is organized as follows. The system
model and adversary model are presented in Section II.
The proposed scheme is presented in Section III. Practical
implementation issues are addressed in Section IV. Section V
concludes this paper.
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II. SYSTEM MODEL AND ADVERSARY MODEL

Due to recent algorithmic progress on solving the integer
factoring problem [10] and discrete logarithm problem over
finite field [11], the intractability of elliptic curve discrete
logarithm problem (ECDLP) has instead been widely exploited
for building many secure protocols. Let a point () = =T for
x € [1,p—1], ECDLP refers to obtaining the unknown z from
Q) € E/F. When cares are exercised on the selection of the
curve F, the point 7" on E, its prime order p of 7', and the
ground field F’, the only known available algorithms to solve
this well designed ECDLP will be some extensions of these
square-root-type algorithms for the discrete logarithm problem
over a Galois field [12] which in general have exponential
complexity with regard to the key bit length. Elliptic curve
cryptography (ECC) is built upon the intractability of ECDLP.
One of significant advantages that ECC can bring is much
shorter key length (163 bits vs. 1024 bits), hence reductions
on communication cost and memory requirement. Therefore,
protocols built upon ECC are more attractive for low-power
devices than other asymmetric systems based on integer-
factoring problem or discrete-logarithm problem over finite
field.

The targeted system consists of a verifier to identify provers
via verifying if a prover knows a discrete logarithm of an
elliptic curve point in E/F with regard to point T € E/F.
The server takes the role of computing the OT public keys
and further distributing these public keys. The verifier V and
the server S are assumed to be secure and trustworthy. It is
assumed that there is a secure channel between V and S.
Further assume that the verifier can capture at most one signal
from multiple simultaneous transmissions from provers, and
other transmissions other than the received one are considered
failed. The wireless channel is assumed to have a line-of-
sight (LOS) path per channel uses where an adversary may
connect itself with V via a non-LOS link. When the server
broadcasts an OT public key, all provers can receive the
key within certain time intervals x;; a time interval mainly
consists of circuitry latency and signal propagation delay.
We assume that the time intervals x; are independent and
follow a uniform distribution. We also assume that the server
and the verifier are synchronized. Since the server and the
verifier are usually stationary, the synchronization between
them can be achieved through wireline communications which
is straightforward. We further assume that an adversary cannot
exploit the time-of-arrival difference of multiple provers that
share the same OT public key in the same round. This
assumption seems reasonable noticing the fact that the provers
are in a short single-hop distance from V, and multiple-hop
relay transmissions or long haul single-hop transmissions can
be eliminated by the outlier test as discussed in Section IV-A.

In this paper, all entities in the system are equipped with
a wireless packet radio for information exchange. Those
entities under control of an adversary may use other means
of information exchange between P and V; however, com-
munications with P and V to/from an entity of the adversary
are via the air media through the same radio transmit/receive
chain on the side of P (radio transmit chain) and V (radio
receive chain). Assume that there is an upper-bound of time

duration on forwarding a message from P via V and P
to V, and details are given in Section III. In addition, the
adversary can eavesdrop the channel, replay all messages sent
before. However, these messages exchanged are unpredictable
to either an adversary or honest provers.

The computing capability of the target system of proposed
scheme is asymmetric. In other words, P is assumed to have
limited process capability with a relatively low clock-rate
central process unit (CPU) while the V and S are assumed to
have sufficient computing capability. Examples of a typical P
include low-power hand-held devices. Furthermore, the radio
oscillators of V and S cannot be influenced by any of P, good
or bad. Examples of these entities include corporate server
front-machines with a high clock rate CPU and timing devices
which can resolve time difference in tens of nanoseconds reso-
lution (e.g. crystal-controlled oscillator). In this paper, wireless
signal time-of-flight or distance samples (in terms of packet
arrival delays) is used. It is assumed that these samples can
be reliably obtained. Additional details on distance resolution
based on radio frequency technology are presented in Section
Iv.

III. PROPOSED SECURE SCHEME AGAINST RELAY
ATTACK

In this section, we first show the proposed N-to-1 non-
interactive ZKP scheme with the use of distance-bounding
technique. This scheme uses three secure primitives, namely,
elliptic curve zero-knowledge proof (ECZKP) protocol, the
ECDLP based elliptic curve oblivious transfer (ECOT) pro-
tocol, and distance-bounding algorithm (DBA). ECZKP is
presented as Protocol 3, where ECOT is used. ECOT is
presented as Protocol 2, and DBA is presented as Algorithm 1.
Throughout this section, we further assume that 7" is a point
in E/F whose discrete logarithm is unknown to any entity
in the system. Also note that all elliptic curve points in this
paper are in compressed form as a number and represented as
a binary sequence with the most significant bit position being
less or equal than the specified key length in bits.

Assume that there are n messages received with their
corresponding durations between the time when the last bit
of the ECOT public key is transmitted and the time when
the first bit of the ECZKP message is received (a ECZKP
message consists of a point and four numbers specified by
ECZKP protocol). Further, assume that the random variables
for these corresponding durations are given as x1, X2, -+ , Zp.
For the two cases without relay attacker (Case 1) and with
relay attacker (Case 2), the possible minimum values of x;
should not be the same, i.e. skimming is not possible when
a prover is within the specified distance to the verifier (via
premise surveillance for example). Since only the message in-
transmit is of interest, without loss of generality, assume that
the minimum value of these random variables is 0. Denote
that z; ~ U[0, 6] as a uniformly distributed random variable.
Denote 1[0, 6] as the indicator function between 0 and 6, i.e. it
equals to one in [0, 6] and O elsewhere. To show the distance-
bounding algorithm, the following lemma is needed.

Lemma 1: Statistic {(x) = x(,, is sufficient and complete
for 6; furthermore, (n + 1)&(x)/n is the minimum variance
unbiased estimate of 6.
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Proof: By using the Factorization Theorem for verifi-
cation of sufficient statistic and the definition of complete
statistic, the first part follows. The second claim is proved
via applying the Lehmann-Scheffé Theorem [13]. Refer to the
Appendix A for the complete proof. [ ]

When V and S is synchronized, the distance-bounding
algorithm is given in Algorithm 1.

Algorithm 1: DBA(n)
n: time latency threshold.

(A) V obtains n (a given number) response times on P.

(Su) (at S), S records the departure time of the first
bit or symbol (for non-binary constellation) of the
ECOT public key, and send the time to V.

(at V), V records the arrival time of the first bit
or symbol of the ECZKP message, and obtain the
difference of the first bit.

repeat (S,) and (V,) for n times by S, and V,
respectively, to have the vector .

(Va)

(Vs)

(B) V computes x(,, if x(,) > 7, deny P.

Remark 1: This x(y) in Algorithm 1 is optimal in terms of
the variance of the estimated 6.

Proof: This remark is a direct result from Lemma 1. W
DBA is somewhat too conservative, and it yields a low rate on
false negative error (i.e. attacker succeeds) when there may be
some outlier in the distribution caused by reasons including the
temporary loss of line-of-sight during the proving procedure
(refer to Section IV-A for details on how to address this
sampling outlier issue). One possible trade-off could be to use
T(|ns2)) instead of x(,) in Step (B) of DBA as the statistic
which can overcome the outlier problem in the underlying
distribution. When a proper threshold and the number of
repetition are selected, the false negative error rate can be
controlled to a given number arbitrarily close to 0.

ECOT in this paper is 2-out-of-1 oblivious transfer protocol
based on ECDLP, given a public key in the form of (3, 51),
ECOT enables P to transmit to V two encrypted messages
while V can decrypt only one message and P does not know
which message V can decrypt. In ECOT, the public key is
derived from a random bit and a random number in [1, p — 1].
Assume that S is able to precompute ECOT public key as
denoted by (3;, B(1—4))¢ before time ¢, and makes the random
bit ¢ (0 or 1) and the random number x, which are used to
generate this ECOT public key, available to V via a secure
channel. This secure channel also ensures to P that the ECOT
public keys come from a trustworthy part. ECZKP is a non-
interactive zero-knowledge proof protocol using ECOT. When
it is executed n times, the certainty to V that P knows the
discrete logarithm of a public key is at least 1 — exp,(—n).
Using ECOT, ECZKP and DBA, the proposed N-to-1 ZKP
system is given by Protocol 1.

Protocol 1: Assume that S, V are synchronized before the
run of the protocol, and the time is slotted.

(S1) (At S in Slot ¢), S performs the following tasks in each
slot:
(S1.1) S selects (¢,z):, where ¢ € {0,1}, and =z €

[1,p — 1], and it computes the ECOT public key
(Bis B(1—))+ as shown in ECOT.

(S1.2) S broadcasts (/3;, B(1—))+ exactly at the end of Slot
t.

(V2) (At 'V in Slot t), the following steps are executed by V:

(V2.1) V receives (i,x); via the secure channel.

(V2.2) V receives the ECZKP message which contains
five numbers, one point 71" in compressed form,
and the four numbers given by (1) of ECOT.

V records the arrival time of ECZKP message.

V executes the distance-bounding algorithm on P
as given in DBA, and disqualify P when both
the confidence probability exceeds a threshold and
the associated upper-bound distance is beyond a
threshold.

V verifies P as shown in Step (V1) of ECZKP.

V repeats steps (V2.1) to (V2.5) for a predeter-
mined number of time slots.

(P3) (At P), P executes these steps as follows:

(P3.1) P executes Step (E2) of ECOT, and computes T,
v as in Step (P1), (P2) of ECZKP.

(P3.2) P receives an ECOT public key (3;, B(1—4))t-

(P3.3) P sends the ECZKP message based on the received
ECOT public key. B

Note that in Step (P3) of Protocol 1, upon receiving the
ECOT public key, P needs to perform two point multiplica-
tions before the ECZKP message can be sent. However, this
processing latency is taken as a constant so that the DBA
algorithm can ignore this small variation if any.

Proposition 1: Secrecy property of Protocol 1: when the
channel between S and V is secure, the overall protocol is
secure.

Proof: There are three channels in Protocol 1, namely, the
channel between S and V, the channel from S to P, and the
channel from P to V. The latter two channels are insecure. The
data transmitted from P to V are either uniformly distributed
numbers due to encryption (causing no information leakage
owing to zero knowledge proof techniques) or in the form
of multiple of the base point T'. Information contained in the
latter case is protected by the intractability of ECDLP. The
data transmitted from S to P are the ECOT public keys, which
need not be protected. Notice the fact that these three channels
are independent; therefore, the secrecy property of Protocol 1
holds. ]

We next show ECOT and ECZKP to make this paper self-
contained as they are used in the proposed scheme. We then
outline some properties of these protocols.

Protocol 2: ECOT(T", (B:, B1—i)))

Assume that P has a pair of two numbers between 1 and p—1,
(ng,n1), to send to V.

(V2.3)
(V2.4)

(V2.5)
(V2.6)

(E1) Initialization (precomputed by S): S selects a random
bit ¢ (0 or 1) and a random number x (1 < x < p—1),
and computes an OT public key as (3;, 1)) where
Bi = «T and Bq_y = T' W (=0;).

(E2) P verifies So¥3; = T”, and selects two random numbers
agp and a; between 1 and p — 1, P then sends the
following four numbers to V:

aol,a1T;  lo=no @ aofo,lh =n1 ®arfr (1)
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(E3) V verifies (a) B; W B1—; = T' and (b) n; = I; ® a;3; for
i=0,1. 1

Note that in Protocol 2 the random bit ¢ (0 or 1) is unknown

to P; however, the four numbers are the same as these four

numbers in (2) (which may be in a different order).

ail,a1-T; li=n;Da;fBi,lii =n1—; ©ar—ifri—; (2)

Assume that y = w7 is the public key. This ECZKP
protocol shown next is to prove to V that P knows a secret
w € [1,p — 1] without revealing any information with regard
to w to V or an eveasdropper on the communication channel
between V and P.

Protocol 3: ECZKP(w, (B, Br1—i)))

Executes:

(P1) P selects a one-time random number 1 < r < p—1 and
sends T =7T to V.

P computes v = r+w and sends (r, ) to V by Protocol
ECOT(T", (Bi, Ba—4))-

(P2)

(V1) Based on the random bit ¢ selected during the initializa-
tion stage of ECOT, V verifies either
AT =TWyifi=1 (3)
or, )
T=rTifi=0 @)

if (3) or (4) (with regard to ¢) holds, V is convinced of
the case that P possesses w with certainty at least a half.
|

Note that since the message is unidirectional, one single
transmission containing the 7" and the four numbers of ECOT
is sufficient. This message is referred as the ECZKP message
throughout this paper.

Remark 2: When there are n distinct ECOT public keys
precomputed and the ECZKP is repeated n times with different
ECOT public key, the certainty that P knows the discrete
logarithm of y is 1 — exp,(—n).

Proof: By following the standard argument on ZKP, each
execution of ECZKP reduces the uncertainty that P does
not know w by at least one half. The remark follows on n
sequential executions of ECZKP. [ |

IV. IMPLEMENTATION ISSUES AND DISCUSSION

In this section, we shall first shed some light on how the
proposed scheme can be implemented in a platform with state-
of-the-art hardwares. We then shown some quantitative results
on the performance of the proposed scheme. Some related
issues including outlier test on time-of-flight samples are also
discussed.

Distance resolution is roughly inversely proportional to the
channel bandwidth allocated to the signal as shown in (5),
where Ad is the resolvable distance by a transceiver; c is the
speed of light in a vacuum, roughly equal to 0.3 meter per
nanosecond; f. is the factor of speed of light ¢ in air with
regard to ¢, and W is the signal occupying bandwidth.

cfe
5

G (5)
Currently, commercial radios with TW > 1 (e.g. spread-
spectrum), where 7" is the fundamental signaling interval, can

Ad =

resolve transmitters with apart distances in the 10 to 100
meter range [14], for example, WiFi radios use multi-channel
bandwidth in the range from 22 MHz (IEEE 802.11 a/b/g/n)
to 40 MHz (IEEE 802.11 g/n). Time Delay of Arrival (TDOA)
technique employs the second order or higher order statistics
to measure the sample correlations to derive the time delay,
whence the distance can be calculated. Wireless enhanced 911
can employ TDOA distance-location technology to pinpoint
wireless subscribers in carrier networks within 50 meters [15].
Approaches combining frequency delay of arrival (FDOA)
and TDOA [16], [17] can achieve even better resolution.
Technologies used in MIMO radios for the exploitation of
multi-path scatter-rich environment are able to distinguish
multi-paths in a narrow indoor environment with multiple
radios a half wavelength apart to each other, e.g., 6 centimeters
at 2.401 GHz minimum frequency with 22 MHz bandwidth.
This type of technology can certainly be exploited for better
RF distance location.

An alternative RF location technique is to use the received
signal strength indicator (RSSI) to infer the sender’s distance
from the receiver. State-of-the-art radios can provide high
precision RSSI readings (up to 32 bits) which is directly
accessible to applications. When the configuration is properly
set up (with only server side changes) so that it is invulnerable
to various attack techniques [18], [19], [20], the deduced
distances are reliable and can be used in the proposed scheme.

Henceforth, in general, with proper hardware/software sup-
port on the server side rather than handheld devices, distance-
bounding technique is promising and it enjoys simplicity and
more user-friendliness as compared to alternative approaches,
e.g. no additional hardware limitation on handheld form-factor.

Circuitry delay of a signal after being represented in digital
domain has little fluctuation even at the nanosecond level,
however, analog signal processing of the waveform on the
radio frequency (RF) analog front-end could introduce delay
fluctuation which could enable an attacker to obtain the
ECZKP message in advance the arrival time at the verifier
V. In this case, the attacker can accelerate or slow-down to
relay the ECZKP message to the verifier to perpetrate the
relay attack. It is the circuitry delay variation not the delay
itself that play the key role. However, this problem can be
effectively solved via some simple modification on RF analog
front-end with precise gate delay control while sacrificing
some of signal-to-noise ratio (SNR) gain.

Some degree of high bit error rate is tolerable in this
type of applications since repetition with automatic repeat
request (ARQ) protocol can be simply employed at the verifier
noticing the assumption that a verifier has no limitation on
signal processing in terms of processing capability and energy.
Some straightforward analysis based on Bernoulli distribution
can be conducted to derive the false positive and false negative
rates of the scheme. Note that as the sampling function is
moving even closer to the antenna by the deployment of
the emerging digital RF technology [21] using digital signal
processing (DSP) operating at the gigahertz frequency level,
this latency variation control on the transceiver is foreseeable
not to pose any obstacle to the practical deployment of the
proposed scheme.

Next for quantitative performance analysis, the overhead
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incurred at the side of S is moderate since it involves in the
generation of ECOT public keys and broadcasts these keys
(or do so in advance if necessary). For V, it involves in only
message reception, and needs to perform ECZKP verification
as shown in (V1) of ECZKP, which are straightforward
given the fact that both S and V are stationary. Instead, the
analysis of the customer side (i.e. P) is focused hereafter.
We use a possible customized smartcard implementation for
communication costs and computation overhead, the device
contains a processing unit with microcontroller unit (MCU)
with clock rate at 16 MHz while a customized arithmetic logic
unit (ALU) accelerator is present to facilitate point arithmetic
operations (Other similar configuration includes ARM SC200
customizable smartcard implementation at 110 MHz [22]).
This card is also equipped with a SmartRF CC2420 radio
[23].

The curve used in this analysis is K-163 NIST curve [24]
which enjoys fast algorithms on point scalar multiplication
[25], [26]. It is reasonable to believe that point scalar mul-
tiplication operation on a customized smartcard chip with
hardware ALU accelerator takes time in the sub-millisecond
regime while the point addition operation takes time in tens
of microseconds. The proposed scheme requires three point
scalar multiplication operations and one point addition oper-
ation per round per prover, hence the computation time per
round per prover takes around one millisecond. When other
computation cost is also included, the overall computation
should take time within several milliseconds (by the worst
case estimate).

In each round of Protocol 1, there are one reception and one
transmission per prover. Each transmitting message contains
one identification number (ID), a sequence number (SEQ),
ECZKP message, and the signature on the combined message
of length 320 bits, where the ECZKP message contains five
numbers of length 163 bits each, a SEQ which is increased
by one each transmission, and also possible repeated transmis-
sions of reply messages if erroneous bits are present and can-
not be corrected. The per-bit communication cost on CC2420
radio is estimated as 0.41 pJ on transmission and 0.36 pJ on
reception. Hence, the transmitting cost per round per prover is
0.57 mlJ; Likewise, the reception cost per round per prover is
0.12 mJ. For 20 rounds with certainty at least 1 — exp,(—20)
at 'V, the total communication cost is 13.8 mJ per verification.
The times taken on the reception and transmission per round
are around 1.2 ms and 5.6 ms, respectively. Combined with
both computation time and communication latency, the overall
time taken per round for executing the proposed scheme is
believed within 10 ms. Note that multiple customers with
different private keys can be verified at the same time, this
timing performance should be sufficient for many practical
applications.

A. Outlier Issue

As noted earlier on V in Section III, outlier from the
samples of a prover’s distances can render that the n-th order
statistic is not appropriate for detection of relay attackers
when the outlier happens to present in the upper end of the
distribution. The median order statistic may be used instead.

However, the median order statistic does not preserve the nice
property of being related to the upper bound of the uniform
distribution. Therefore, outlier test may be used before the n-th
order statistic is used.

Dixon-type discordancy test [27] uses statistics of the form
N/D, where N is a measure of the degree of separation
of a sample from the rest samples, and D is a measure of
the degree of the spread of the samples. Dixon test statistics
have been widely used in outlier test. In general, for single
outlier test, most tests suffer from the masking effect if several
outliers form a subgroup. However, if instead testing a group
of outliers simultaneously, the swamping effect may arise due
to the fact that some of non-outliers may be too close to
an outlier and is mistakenly adjudged discordant along some
outlier(s).

Denote by Hj the null hypothesis for the case of no
outliers, and H, the alternative hypothesis for the case that
at least one outlier is present. For n i.i.d. uniform drawn
samples, the intervals between the ordered samples are then
i.i.d. exponentially distributed with a common scale parameter.
For outlier test on uniformly drawn samples, the following
lemma was implicitly used in [28]. In this paper, we use the
Dixon type F-test statistic for outlier tests for its simplicity
and efficiency due to its ability of simultaneous test. Lemma
2 presents this F-test statistic. For completeness, the proof of
Lemma 2 is also presented in Appendix B.

Lemma 2: When the samples {x1, z2, -, Z,, } from a uni-
form variate are independent, under Hy, for an arbitrary given
number k (k € {1,2,---,n — 1}), then the ratio of means
of I = {z@) — 1), T3) — T@), " T(n-k) — T(n—k-1))
and I' = {x(n—k-i-l) = T(n—k)s " T(n) — x(n—l)} has an
F-distribution.

Proof: See Appendix B. ]
By Lemma 2, the following formula (cf. Equation (9) in the
proof of Lemma 2)

E(II) _n—- k—1 T(n) — T(n—k)
E() &k

T(n—k) — Z(1)

formulates the test statistic. Then the standard F-test is used
to determine if a given number of % outliers are present.

B. Discussion

The number of independent timing samples is important
to both the security foundation of the proposed scheme and
robustness of the delay upper-bound estimate. The uncertainty
probability that a P is an honest prover is exponentially
decreasing on the number of trials. However, a large number
of samples roughly linearly decreases the variance of the
estimate of the delay upper bound. The solution to this sample
discrepancy in a practical system is nicely addressed by the
bootstrap sampling method [29], [30].

In this case, the uniform distribution assumption is immate-
rial to the bootstrap sampling method (i.e. this is a distribution
free solution). Before the application of bootstrap, the outlier
removal algorithm is still needed. Formulae based on either
the n-th order statistic or the median can be used. Since V has
sufficient computing capability, such method provides a fairly
good trade-off on the communication cost reduction on the P.
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Normality is attractive for outlier tests (e.g. Grubbs test
[31]) and parameter estimation (e.g. variance on time-of-flight)
for obvious reasons. One way to take advantage of many
nice features of normal distribution is to derive a normally
distributed random variable by central limit theorem. In this
context, a fixed number of independent trials can be summed
up and an approximate normal random variable is formed on
consecutive sums. The uncertainty probability that a P is an
honest prover is still individually evaluated as before. The
significance probability and confidence interval can similarly
be analyzed. Note that in this case, the underlying statistic
distribution assumption is not important as long as the samples
are obtained independently which is the case in practice.

V. CONCLUSIONS

In this paper, a novel elliptic-curve cryptosystem based
non-interactive zero-knowledge proof technique is proposed.
It uses the order statistic for the optimal distance-bounding
performance, and it enables the protocol invulnerable to the
relay attacks. We have also shown that this scheme can be
implemented efficiently with state-of-the-art wireless packet
radios.

APPENDIX A: PROOF OF LEMMA 1

Proof: Let @ = (x1,x2, - ,Ty), then the probability
function of x, p(x,#) can be expressed as follows:

1
p(x,0) = e_nl(xmin > 0)1(xmax < 6)

where, z.0 = 2y = min{z1, 2, - ,z,} and rmax =
T(n)y = Max{T1,Ta, - ,Tn}.

p(x,0) can be rewritten as follows:
p(,0) = g(x,0)h(z) (6)
where, h(x) = 1(x() > 0) and

1
g(xz,0) = g—nl(max{xl,xg, ezt <0)

By the Factorization Theorem and (6), x(,, is sufficient for
6. The density function of z(,) is nz""1/6" for 0 < z < 0.
Let

[4 tn_l
/ g(t)n dt =0,v6 >0
0 "

Then we have, g(f) = 0,V0. By the definition, T'(x) is also
complete.

Since the expectation of T'(x) is nf/(n+1), (n+1)T(x)/n
is the unbiased estimate of 6. By the Lehmann-Scheffé The-
orem, the second claim follows. ]

APPENDIX B: PROOF OF LEMMA 2
Proof: We have the sampled means of I and I’ as follows:

T(n—k) — T(1)

B = n—k—1 7

Furthermore, E(I) and E(I') are independent.
Denote by 6 the common scale parameter of the exponential
distribution, then the random variable Y = 2(X ;) —X(;_1))/0

has a chi-squared distribution with degree of freedom of 2.
Hence, 2E(I)/6 and 2E(I’)/60 have chi-squared distribution
with degree of freedom 2(n — k — 1) and 2k, respectively.
Therefore, the ratio E(I’)/E(I) given in (9) has an F-
distribution F'(2k,2n — 2k — 2).

n—Fk—1Zm) — Tnor

E(I')
= 9
E(I) k T(n—k) — T(1) ( )
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