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Abstract

How to protect location privacy of mobile users is an important issue in ubiquitous computing.

However, location privacy protection is particularly challenging: on one hand, the administration

requires all legitimate users to provide identity (ID) information in order to grant them permis-

sion to use its wireless service; on the other hand, mobile users would prefer not to expose any

information which enables anyone, including the administration, to get some clue regarding their

whereabouts, that is, mobile users would like to have complete personal control of their location

privacy. To address this issue, we propose an authorized-anonymous-ID based scheme; this scheme

effectively eliminates the need for a trusted server or administration, which is assumed in the pre-

vious work. Our key weapon is a cryptographic technique called blind signature, which is used to

generate an authorized-anonymous-ID that replaces the real ID of an authorized mobile device.

With authorized-anonymous-IDs, we design an architecture that is capable of achieving complete

personal control over location privacy while maintaining the authentication function required by

the administration.
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1 Introduction

The convergence of wireless communication infrastructure, mobile computing devices, and

embedded systems, has been making a profound shift in the way we live and work, offering

the promise of bringing us close to the holy grail of information technology: ubiquitous

computing – computing at any place and at any time [1]. To fulfill the promise of ubiquitous

computing, information about mobile users’ location is a critical and valuable resource which

needs to be utilized. Many efforts have been made to get it available, as one of the key services

in the ubiquitous computing environment. However, the location information service or

functionality can act as a double-edged sword – it can make our life more convenient; yet, it

could also provide criminals with powerful weapons to compromise privacy of mobile users.

Computer scientists have realized that unless the use of this information is strictly controlled,

it can be put to a variety of unsavory situations [1, 2].

To address the location privacy issue, an architecture for location privacy control [2]

was designed and experimented on the WirelessAndrew network, an IEEE 802.11 wireless

local area network (WLAN) that covers the entire campus of Carnegie Mellon University.

The architecture implemented in [2] is illustrated in Fig. 1. Under the architecture, there

is a centralized location server, where a mobile user can register and submit her location

information along with her “permission rule set” regarding her privacy preferences. Others

can send queries to the server for location information about mobile users whose location

information is stored in the server. The server processes the query according to the queried

user’s preference specified within the set of rules, and then the server may return the queried

information, deny the query, or return a fake location as described in [2].

This architecture was primitive in the initial phase of the experimental system because

it focused on strategic treatments of mobile location privacy rather than the system con-

struction. This simple architecture is essentially identical to the one described in [1]. In [1],

it was suggested that a distributed architecture could benefit the control of mobile location

privacy, since a centralized architecture has the following drawbacks:

• The location privacy of mobile users is not completely under their own control since
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the system administration maintains a central server where the location information

of mobile users is stored.

• The central server is a single-failure-point; that is, the location privacy of mobile users

would be compromised if an attacker successfully hacked into it.

• The centralized architecture is not scalable.

However, to achieve complete personal control on location privacy by replacing a cen-

tralized architecture with a distributed one is not trivial. For instance, the system admin-

istration, for the sake of system maintenance and management, has the privilege to check

any access point and obtain a list of IP addresses and corresponding MAC (Medium Access

Control) addresses of the mobile devices that are connecting to the checked access point.

The administration also has the data1 that can indicate a bijection relationship between

MAC addresses (or IP addresses) of authorized mobile devices and registered legitimate mo-

bile users. The location information about a mobile user can be easily figured out by the

administration. Then, we face such a dilemma: on one hand, the administration would like

to require all legitimate users to provide information for authentication in order to grant

them permission to use their wireless service; on the other hand, the mobile users would

prefer not to expose any of their information (e.g., IDs and MAC addresses) which would

enable anyone, including the administration, to get clues regarding their whereabouts.

To resolve the above dilemma, this paper proposes an authorized-anonymous-ID based

scheme. In our scheme, an authorized-anonymous-ID generated by a cryptographic tech-

nique called blind signature [3], is used to replace the real ID (e.g., an MAC address) of an

authorized mobile device (e.g., an WaveLAN card). An anonymous ID can tell nothing more

than whether the provider of the ID is an authorized user. This authorized-anonymous-ID

is then used as the key for packets authentication, and the message authentication code

[4] (generated by the key) is used for access control. In this way, the administration can

1In the current solution, a mobile user must register her device (wireless LAN card) before she can use

the card to get connection. In current system, the registration is done by submitting MAC of the wireless

card and the user’s ID. The MAC is used for access points to decide whether the connection is granted.

Packets from an unregistered MAC will get dropped.
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grant authorized mobile users an access to the wireless communication infrastructure, while

mobile users need not divulge their real ID during authorization, which could otherwise lead

to compromising their location privacy.

Built on an agent-based architecture,2 our authorized-anonymous-ID based scheme en-

ables the mobile users to have complete control of their location privacy.

The rest of the paper is organized as follows. Section 2 describes our system architecture

for personal control of mobile location privacy. In Section 3, we present a set of protocols

for the authorized-anonymous-ID based scheme, which enables location privacy protection.

Section 4 discusses the related work. In Section 5, we conclude the paper.

2 System Architecture

To address the location privacy issue in a ubiquitous computing environment, we need to

understand the key components for ubiquitous computing. Based on this understanding,

we can then design a system to protect location privacy. So we organize this section as

below. We first sketch key components in ubiquitous computing from a security perspective

in Section 2.1, and then present our agent-based system architecture for location privacy

protection in Section 2.2.

2.1 A Sketch of Ubiquitous Computing

For quite some time, a ubiquitous computing environment has been depicted as dynamically-

changing self-organized networks, formed by resource-constrained mobile devices, which oc-

casionally join and leave the networks. However, it is hard to believe that this ad hoc

infrastructure-less fashion could be the typical formation of what we call ubiquitous com-

puting. We believe that identifying reasonable formations of ubiquitous computing and

exploring security implication of ubiquitous computing based on the discovered formations

is a fundamentally significant research. Having a similar experience as mentioned in [5], we

learn that a ubiquitous computing environment should be formed by a powerful infrastruc-

2An agent is a computer program/code, which is autonomous.
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ture that is highly available, cost effective, and sufficiently scalable to support millions of

users, and low-power mobile devices, which are small and lightweight; it does not matter

very much what a device can do, but what matters is the possibility that the device can

harness tera-bytes of data and the power of supercomputers even while mobile – as long as it

has an access to a ubiquitous network [5]. This understanding of the formation of ubiquitous

computing will guide the design of our system architecture for location privacy protection.

On the other hand, security, already a thorny problem in the Internet, is greatly com-

plicated by ubiquitous computing, not only because of its security vulnerability due to the

sharing nature of the wireless medium, and computational limitation resulting from require-

ments of low weight, compact size, and good ergonomics of mobile device and embedded

systems; but more importantly because of the following challenges:

• Geographically distributed systems are connected to form heterogeneous networks of

unlimited scale; so there can be no central authority, no homogeneous security policy,

and no ubiquitous security infrastructure for security enforcement or guarantee.

• Ubiquitous computing creates an environment full of computing and communication

devices, yet gracefully integrated with human users [1]; so the electronic security

mechanisms must be user-centered, and cannot rely on or be controlled by network-

infrastructure operators.

• The design of security mechanisms for ubiquitous computing needs to follow the end-

to-end principle [6].

The agent technology [7] can effectively address the aforementioned challenges for three

reasons. First, agents are autonomous and distributed; so no central authority is needed for

security enforcement. Second, agents can act on users’ behalf; hence, agent-based security

mechanisms can be designed as user-centered. Third, agents are application-oriented, which

naturally satisfies the end-to-end principle, i.e., agents communicate on the application layer.

Based on the agent concept, we perceive, from a security perspective, that a ubiquitous

computing environment should consist of the following three key components (see Fig. 2).
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1. Personal Trust Computing Base (PTCB): is a personal-held computing device, such as

personal digital assistant (PDA) and laptop; a PTCB is under the full control of the

owner, and only the owner with proper authentication information such as personal

identification number (PIN) or biometrics information, can activate a PTCB to work

on behalf of the owner.

2. Personal Area Network (PAN): is an architecture that consists of a main home PC,

which has a connection to an Internet gateway, and has a wide range of appliances

(i.e., PTCBs) connected to the main home PC, by many kinds of means. Each PTCB

is associated with some kind of autonomous software, called agent (or proxy). The

agent runs on the PTCB if the PTCB is computational capable of running its agent;

otherwise, the agent runs on the main home PC.

To secure the communication within a PAN, we need to consider two cases: 1) an

agent runs on the PTCB, and 2) an agent runs on the main home PC. For the first

case, a protocol can be designed to initialize a symmetric key shared by the PTCB and

the main home PC; and then the messages between the PTCB and the main home

PC can be encrypted and authenticated with the shared secret key. For the second

case, one method called resurrecting duckling [8] can be employed to have a PTCB

and its agent share a symmetric key to secure their communication; then, PTCBs can

securely communicate with each other through their agents, which can negotiate keys

for encryption or authentication. Hence, the communication within a PAN can be

secured by symmetric crypto-systems.

An engineering practice that addresses the second case is described in [9]; there,

a device-to-proxy protocol and a proxy-to-proxy protocol were designed and imple-

mented.

3. Internet: provides a communication channel between a PTCB and a PAN; however,

the channel cannot be trusted.
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2.2 Agent-based System Architecture

Since the properties of agents meet the security requirements imposed by ubiquitous com-

puting, we design an agent-based system architecture for location privacy protection. We

first introduce the following agents that act on behalf of the players (devices or users) under

our architecture.

• Administrator (A): is an agent that acts on behalf of an administration to authenticate

legitimate users and grant them an access to the wireless infrastructure.

• Rover (R): is an agent running at a PTCB and acts on behalf of the owner of a mobile

device. It is responsible to work out the location of the mobile device, automatically

update the location information stored in the home PC (managed by another agent

called manager, described below), and interact with the users for privacy permission

setting [2].

• Manager (M): is an agent running at a home PC and can be delegated to act on behalf

of a mobile user. It manages the location information submitted by the Rover and

executes the user’s control policy [2] for location privacy when it processes location

information queries from other users.

• Connector (C): is an agent running at an access point and is delegated by the Admin-

istrator agent to authenticate mobile devices and control wireless connections between

mobile devices and the access point.

• Lookup (L): is an optional agent that provides Internet users with public look-up ser-

vice. Lookup agents acting as well-known public service providers, will listen for the

location information queries from users and forward the queries to the queried users’

Manager agent running at their home.

With the above agents, we propose a multi-agent system architecture as illustrated in

Fig. 3. Under the architecture, agents communicate with each other through three types

of protocols. The three protocols are the registration protocol, the controlled connection
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protocol, and the location query/response protocol, which are are numbered with 1, 2, and

3, respectively in Fig. 3. In the next section, we present the registration protocol and the

controlled connection protocol; the description of the location query/response protocol can

be found in Ref. [2].

3 Authorized-anonymous-ID Based Scheme

This section presents our authorized-anonymous-ID based scheme, specifically, the registra-

tion protocol and the controlled connection protocol.

To authenticate users when they request for accessing the wireless infrastructure, we first

need to assign a valid ID to a legitimate user (i.e., authorizing a user), and then only the

authorized users are allowed to access the network infrastructure (i.e., access control). Hence,

there are two phases in our scheme: 1) the registration phase specified by a registration

protocol, and 2) the controlled connection phase specified by a controlled connection protocol.

The registration phase is to authorize users while the controlled connection phase is to

control the access. In the first phase, the manager (or rover) of a mobile user applies for an

authorized-anonymous-ID from the administrator of the wireless infrastructure. After the

first phase, the obtained authorized-anonymous-ID is carried by the rover of the mobile user

and will be presented when the mobile device is requesting for connection through an access

point. In the second phase, the rover presents the ID to request for connection and the ID is

also used by the access point to authenticate the packets from the mobile device thereafter

for the purpose of access control.

Table 1 lists the notations used in the description of the protocols. Note that since both

Ru and Mu have the private key of U , both of them can ‘speak for’ U . If Ru and Mu

are interchangeable in the protocol, we use U to represent them. In other words, U in the

following protocols can be replaced by either Ru or Mu.
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Table 1: Notations.

U : A mobile user, identified by her public key. The corresponding private key is
held by her rover running in her PTCB and Manager in home-PC of PAN.

Ru : Rover of mobile user U .
Mu : Manager of mobile user U .
Ex : Public key of X.
Dx : Private key of X.
Kxy(m) : Encrypt m by using symmetric crypto-system with a key shared by x and y.
K−1

xy (c) : Decrypt c by using symmetric crypto-system with a key shared by x and y.
H(x) : One-way hash function with input x.
Ex(m) : Encrypt m by using asymmetric crypto-system3 with the public key of x.
Dx(c) : Decrypt a cipher c with the public key of x.
r0, r1 : Random numbers.
ack : Acknowledgement for the last received message.

3.1 Registration Protocol

In our registration protocol, initial authentication of users is required. We assume that there

is an infrastructure supporting the initial authentication of users. This infrastructure could

be either a public key infrastructure (PKI) or a Kerberos based system [10]. In the case

that a PKI is in place, to obtain authentication, a user must sign its request using its digital

signature, and send the request to the administrator.

Our registration protocol is based on authorized-anonymous-ID. With an authorized-

anonymous-ID as a digital token, a legitimate mobile device can be granted permission

to access the wireless infrastructure after a successful authentication; yet the association

between the token and the real ID of a legitimate user is eliminated. The registration

protocol is outlined in Fig. 4.

As we mentioned previously, the role of a U in the registration protocol could be played

by either Ru or Mu, which depends on the environment where the U is currently staying.

Usually, when a U is at home with her mobile device, she can have the Mu initiate the pro-

tocol to get the authorized-anonymous-ID (r1, DA(H(r1))), and then convey the authorized-
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anonymous-ID to the Ru via a secure channel between the Ru and the Mu, which is protected

by a symmetric crypto-system as mentioned in Section 2.1. In case that the mobile device

already has a connection to the administrator, the rover can also initiate the registration

procedure to get an ID in order to make the mobile user ‘disappear’ with the new ID (refer

to re-confusing protocol in Section 3.3). Whoever initiates the protocol, the ID must be

passed to the rover in order for the mobile device to get authenticated at access points.

3.2 Controlled Connection Protocol

Once an R obtains an ID, the mobile device can use the controlled connection protocol to

get access to the wireless infrastructure via an access point. The procedure is the following.

First, the R sends an access request by presenting its authorized-anonymous-ID (encrypted

with the administrator’s public key) to the C at the access point. Then the C forwards the

message to its A for verification. The A decrypts the message, verifies the authenticity of

the embedded authorized-anonymous-ID, signs the ID (if it is a valid one), encrypts the ID

and the signature with the key shared by the C, and sends the encrypted message back to

the C. Once the C receives the encrypted message from the A, it decrypts it and checks the

signature signed by the A and sends an “ack” to the R if the signature is valid. Thereafter,

the R and the C share the ID as a secret for packets authentication, and only successfully

authenticated packets can get through the access point to the Internet. This protocol is

outlined in Fig. 5.

3.3 Improvements

The basic protocols presented in Sections 3.1 and 3.2 can be improved by the following

methods.

• Re-confusion:

It is known that the longer an ID exists, the higher the chances of exposing the asso-

ciation between the ID and the corresponding mobile user. To mitigate this problem,

we propose a method called “re-confusion”, the objective of which is to generate a new
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authorized-anonymous-ID to replace the old authorized-anonymous-ID. Fig. 6 outlines

our protocol for the re-confusion method.

Specifically, the process of re-confusion works as below. First, an R sends the ad-

ministrator a request (encrypted with the public key of the administrator) for a new

authorized-anonymous-ID. Different from the registration protocol, in which a real

identification (e.g., a public key certificate) is required to be presented, a request for

a new authorized-anonymous-ID in re-confusion contains 1) one of the mobile user’s

current or previous authorized-anonymous-IDs, 2) a random number multiplied by a

factor, which is blind or unknown to the administrator, and 3) a symmetric encryp-

tion key suggested for this communication session between the R and the A. After a

successful verification of the presented ID, the A signs blind signature on the random

number, encrypts it with the suggested key, and sends it back to the requesting rover

R. The R decrypts the message from the A, removes the blind factor, and gets the

new authorized-anonymous-ID. The nice feature of our re-confusion protocol is that

any disclosure of the previous ID would not compromise the anonymity of the new ID.

• Access Authorization Revocation:

It is not desirable from the administration perspective, that an authorized-anonymous-

ID enables a mobile device to have an eternal right to access the infrastructure. Hence,

an administration may want to have a function that can revoke or invalidate an issued

authorized-anonymous-ID. One way to add this revocation function to our protocol

family is that the administrator A periodically expires and changes its own keys for

access authorization. The anonymous IDs signed by the revoked keys will no longer

valid for authentication. But this solution has a drawback: the mobile users need

to periodically update their anonymous IDs, which introduces much communication

overhead if the keys of the administrator expire too fast. Another solution is to attach

expiration time-stamp with the ID. However, the expiration time-stamp should not be

unique to the mobile user; otherwise, the unique association between the expiration

time-stamp and the ID, can reveal the identity of a mobile user.

• Untraceable Routing Infrastructure:
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Frequent communication between a home computer and a mobile device could be

another factor exposing the association between the mobile device and its stationary

home. Untraceable routing infrastructure [11] can be used to erase the track at certain

communication cost.

Remark 1 A restriction on our protocols is that the standards of current wireless technolo-

gies, such as IEEE 802.11 and Bluetooth, require manufacturers to assign an identification

number, i.e., MAC address, to every device. The MAC address is like an annoying tag at-

tached to a mobile device, anytime and anywhere. The custom of assigning a number to each

wireless communication device is adopted from numbering every network interface card (e.g.,

Ethernet card) for each stationary computer, where the location privacy does not matter.

However, in a ubiquitous computing environment, such a practice exposes the ID of a mobile

device at the MAC layer. An ideal way to remedy this is to replace the MAC address with

the authorized-anonymous-ID. ID collision should not be a serious problem in this case and

can be prevented in many ways, for instance, by adding a time stamp.

4 Related Work

MobileIP [12] resembles the structure of our system. To support both mobility and privacy,

these two systems need to interact, but they are essentially different in two senses. First,

they serve different purposes: MobileIP is aimed at packet routing and forwarding, while our

location information service/control system is targeted at providing location service under

personal control. Second, they are implemented at different layers: MobileIP is used at the

network layer, while our system is implemented at the application layer. As suggested in

Remark 1, the authorized-anonymous-ID can replace the hardware MAC address, but there

is no need to make any change to other layers except the application layer.

There are some efforts called ‘privacy extension’ to MobileIPv6 [13, 14]. The basic idea

of these efforts is to replace the MAC address of mobile device with a random one, called

temporal mobile identifier (TMI) [13] or pseudo-random interface identifier (PII) [14]. In

these schemes, personal mobile location privacy control relies on either home administration,
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or foreign administration, or both. Moreover, it is required for home administration to share

some secrets with foreign administration in order to prevent eavesdroppers from having any

knowledge about binding users’ temporal identifiers and real identifiers. These efforts cannot

make mobile location privacy completely controlled by a mobile user since the administration

can associate any identifier (PII or TMI) with its corresponding real ID of the mobile user

(or device).

Under our scheme, the dilemma arising from two seemingly conflicting expectations,

security (or connection access control) and privacy (or location information confidentiality),

is resolved by using an authorized-anonymous-ID created with a cryptographic technique

– blind signature. The authorized-anonymous-IDs are used by mobile users as permission

tokens for connection access controlled by the administration. On the other hand, the

authorized-anonymous-IDs, embedded in the packets transmitted to access points would

not reveal any information about the mobile users since the IDs being used are completely

disassociated from the real IDs of the users.

Since we have noticed that efforts such as [13, 14] have been made to address the loca-

tion privacy issue at a lower layer (e.g., IP layer) rather than at the application layer, it

may be worth mentioning that according to our rationale study, a machine equipped with

a lower layer technique may not be able to effectively achieve personal control over the lo-

cation privacy, because anyhow the lower layer technique will depend on the operators of

the infrastructures to hide the identity of a mobile user. Also, in contrast to our solution

at the application layer, the solutions at the IP layer are even harder to deploy. A detailed

justification can be found in the PUMA (Personal Ubiquitous Multi-Agent) project report

[15].

5 Concluding Remarks

In this paper, we investigated the problem of protecting location privacy of mobile users

in the setting of ubiquitous computing. We pointed out that location privacy protection is

particularly challenging due to the different requirements imposed by the administration and
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mobile users. To address this issue, we proposed an authorized-anonymous-ID based scheme.

In our scheme, an authorized-anonymous-ID is created by the ‘blind signature’ technique and

is used to replace the real ID of an authorized mobile device. With authorized-anonymous-

IDs, we designed an architecture that is able to provide the mobile users with complete

control over their location privacy while yet allowing the administration to authenticate the

legitimate mobile users.

Our future work will focus on theoretical analysis of the security of this set of protocols.

In addition, the system has been built on the Wireless-Andrew network, a WLAN cover-

ing the campus of Carnegie Mellon University, and we plan to generalize the protocols for

heterogeneous networking environments (such as a hybrid of WLAN, PAN, and wide area

network) to accommodate various networking technologies.
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Figure 1: Architecture of WaveGuard
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Figure 2: A sketch of ubiquitous computing
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Figure 3: Agent-based system architecture
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Figure 4: Registration protocol
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Figure 5: Controlled connection protocol
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Figure 6: Re-confusion protocol
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